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Motivation ST

Karlsruhe Institute of Technology

® Current hybrid approach needs high degree of user interaction
® Program code has to be manually modified

® Proving of functional properties

® But KeY is capable of creating information flow proofs

There should be a way to use KeY’s information flow capabilities in a

hybrid approach.
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Objective AT

Karlsruhe Institute of Technology

Development and implementation of an approach, that can prove non-
interference for complex systems

° Status Quo ’ Objective

e Two types of tools for e Combined approach for
information flow control information flow proofs

e Joana runs automatic but e The approach should be
creates false positives automatic and precise

e KeY proofs are precise but e KeY is called for as few as
interactive and time-costly possible methods

Objective: Creation of an approach that creates automatic and precise

information flow proofs.

Motivation >>  Objective > Preliminary >> Combined Approach > Demonstration »>  Conclusion
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Preliminary — Information Flow -\\J(IT

® Observation of an information flow

® No flow from secret input to public
output

@ Guarantees End-to-End Security secret

Source: KIUI15

Motivation >>  Objective > Preliminary »> Combined Approach > Demonstration »>  Conclusion
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Preliminary — Non-Interference ﬂ("‘

Non-Interference

« Avariation of the secret input must not lead to a variation of the public

output.
Vh17 h27 L p(h17 l) — p(h27 l)

Source: SchSch12

® Example:

1. if =5 then |

2 h+— h+1

3 plge = Secure, the results of [ only depends on [
4 [+ 1l+1

Motivation >>  Objective > Preliminary »> Combined Approach > Demonstration »>  Conclusion
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Preliminary — Non-Interference AT

Karlsruhe Institute of Technology

Non-Interference

« Avariation of the secret input must not lead to a variation of the public

output.
Vh17 h27 L p(h17 l) — p(h27 l)

Source: SchSch12

® Example:

1: if h = 3 then
2 [+ 5

3: else

4 skip

= Not secure, because the result of [ depends on h

Motivation >>  Objective > Preliminary »> Combined Approach > Demonstration »>  Conclusion
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Preliminary — Joana AT

Karlsruhe Institute of Technology

- N - N\ ™\

01 void main() { System Dependence Analysis Result

02 int h = input();

03 int 1 = encode(h); Gl“aPh

04 output(l);

05 } main() ®

06 . non-interference |

07 int encode(int x) {

08 if (x > 42) guarantee | | '

09 return 1; l Q ] |

10 else ( or .;;_24_ /

11 return 0; “—— ) .

12 } < possible leaks
security Machine-checked proofs

¢ Classical non-interference
with slicing

(ow | lattice
+

* Slicing theorem
A patha = b

annotations * full Java (up to 100kLOC) = definitely no information flow
- low Jpatha —* b
input () output () = information flow possible
\. J \. J \ J

Source: Joal6
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Preliminary — Joana AT

® Program Dependency Graph:

1 void main ():
2 a = input + 5;
3 b= input — J5;

4 it b= D

5 ¢ = input # b;
6 else

7 C = input *x a;

......... > control dependence

———» data dependence

Source: Griff12
Motivation >>  Objective > Preliminary »> Combined Approach > Demonstration »>  Conclusion
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Preliminary — Joana AT

Karlsruhe Institute of Technology

® Extension of PDG's are System Dependency Graphs (SDGs)

void main():
i=1;
i =8 =1
1 = feo (1)
j =toa ();

print 1;

print j;

int foo(x):
if (x>0)

X =X % X5

else
X = =X
return X;

__________ > control dependence

> data dependence
- — —>» call or parameter edge

—) SUMMary edge
Source: Griff12

Motivation >>  Objective > Preliminary »> Combined Approach > Demonstration »>  Conclusion
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Preliminary — Joana ﬂ("‘

Summary Edges

» Additional edge between actual-in and actual-out nodes

» Represent transitive flow from a parameter to a return value

Motivation >>  Objective > Preliminary »> Combined Approach > Demonstration »>  Conclusion
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Karlsruhe Institute of Technology

Preliminary — Joana AT

public int testMethodSimple(int high, int low) {
low = neverIfTrue(high);
return low;

}

public int neverIfTrue(int high) {
int x = 0;

if (x > 0) {

X = high;

}

return Xx;

¥
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Preliminary — Joana

46 -CE=547

46 entry

ExampleRecursion.testMethodSimple(int.int)

I-CLvirudl} 46

48-<CD-> 48

46-CES 48  46-CE> 4

47 exit

; Qﬁ%&“lﬁﬁf"“” i

ExampleRecursion.testMethodSimple(int,int)

B -CE-

46 -CD-> 52 46 -CD-> 57

AT

Karlsruhe Institute of Technology

> 50 46-CE-= 51

50 form-in #+->ED 51 form-irt 0>l 52 call 52-Cllvirmel- 64 57 compound
aram 1 aram 2 6 = this.neverlfTrue(p1) return v6
57+<DD-> 47
49 -DD-> 53 50 -DD-> 54
52 -CE=> 53 52 -CE-} 54 52 -CE=» 55 52 -CE-> 56
55 4; -> 57
L% T Al ) %0 M VAR ] w1 4]

Motivation >>  Objective
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3 actin PHEY 54 actin %
his [this] aram 1 [p1]

PR

54 -SU-> 55

86 compo 6
CALL_RET

56 -CE=> 86

> Preliminary »> Combined Approach >> Demonstration »>  Conclusion
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Preliminary — Joana

AT

Karlsruhe Institute of Technology

64 entry

ExampleRecursion.neverlfTrue(int)

52 -ClstiicEl 64

64 -CD-> 68 64 -CD->» 6$4 -CD-> 70
64 -CE=="85 84 -CF->66-CF-> 47 64 -CE-t.8
64 -CD->» 71
65 exit 83 367 forman [*F & |68 forman [*H B 6o IF 70 compound
ExampleRecursion.neverlfTrue(int) this aram 1 if (#(0) <=#(0)) goto 9 return v5
70 -DD-> 65
BaSDT 5 69 -£D-> 71
7 1FDD="70
w | Vv
71 assign

Motivation >>  Objective

PHI v5 = #(0), p1
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Combined Approach ﬂ("‘

Motivation >>  Objective > Preliminary >> Combined Approach 2> Demonstration »>  Conclusion
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Combined Approach ﬂ("‘

‘

All path from low to high

- Kk

Validate summary edges

¢
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Combined Approach ﬂ("‘

‘

All path from low to high

!

Informgt;in Flow - Kﬁy

Validate summary edges

1
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Combined Approach ﬂ("‘

‘

Joana SDG All path from low to high

Non-Interference
guarantee - - Kﬁy
Validate summary edges

Motivation >>  Objective > Preliminary >> Combined Approach 2> Demonstration »>  Conclusion
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Combined Approach - Distinction of cases ﬂ(".

public int testMethodTwoAfter(int high, int low) {
low = secure(high);
low = mulZero(high);
return low;

}
secure private int secure(int low) {
Act-Out return low;
@ Returnl }

public int mulZero(int high) {
Act-In return O * high;

Param 2 ¥

mulZero —

Act-Out
Return 2

® The path is interrupted if we can prove non-
Interference for one of the methods

Return

Motivation >>  Objective > Preliminary >> Combined Approach 2> Demonstration »>  Conclusion

19 16-07-27 Marko Kleine Biining - Combining Graph-Based Information-Flow Analysis with Institute for Application-oriented Formal Verification,
KeY for Proving Non-Interference Faculty of Informatics



Combined Approach - Distinction of cases ﬂ(".

public int testMethod(int high, int low) {
low = plus(low, high);
low = minus(low, high);
return low;

Act-In }

Param 1 private int minus(int low, int high) {

low = low - high;
return low;

minus —

Act-Out }
Return 1

private int plus(int low, int high) {
low = low + high;

return low;
Act-In )
Param 2

plus —
Act-Out

® It can be that the two methods together have to
Return 2

be proven

Return

Motivation >>  Objective > Preliminary >> Combined Approach 2> Demonstration »>  Conclusion
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AT

Combined Approach - Distinction of cases

public int testMethodAdd(int high, int low) {
int i = methodl(high);
int j = method2(high);
return i + j;

Act-In Act-In }

Param 2 Param 1

Act-Out Act-Out _
Return 2 Return 1 ® Two methods are called independently

and are both relevant to the result

® Non-Interference has to be proven for
Return both methods

Motivation >>  Objective > Preliminary >> Combined Approach 2> Demonstration »>  Conclusion
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Combined Approach - Distinction of cases ﬂ(".

public int testMethodOneInOther (int high, int low) {
low = inSecure(low, high);
return low;

}

- private int inSecure(int low, int high) {

Act-In Act-In int i = 5; | |
Param 1 Param 1 low = mulZero(low, high) + i;
return low;

: }

Act-Out Act-Out public int mulZero(int low, int high) {
Return 1 Return 1 low = 0 * high;
return low;
}
- ® We always try to delete summary edges
St bottom up

Motivation >>  Objective > Preliminary >> Combined Approach 2> Demonstration »>  Conclusion
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Combined Approach AT
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If we can interrupt every path from source to sink in the SDG with the help of
KeY, then non-interference holds for the complete program.

® Joana can guarantee non-interference
® Reason for false positives:
B Approximation: addition of unnecessary edges

® Our approach deletes some of these additional edges
B KeY’s non-interference property guarantees that we can delete these edges

After our approach run successfully Joana guarantees that non-interference

holds

Motivation >>  Objective > Preliminary >> Combined Approach 2> Demonstration »>  Conclusion
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Demonstration =\18

public int testMethodActive(int high, int low) {
int i = identity(low, high);
int j = neverIfTrue(low, high);
int k = secure(low);
return i + j + k;

}

public int identity(int low, int high) {
low = low + high;
low = low - high;
return llow;

}
public int neverIfTrue(int low, int high) {

int x = 0;

if (x> 0) {
low = high;

+

return low;

}

Motivation >>  Objective > Preliminary >> Combined Approach > Demonstration»>  Conclusion
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AT

Demonstration =\18

1. The approach generates the corresponding .jar file
2. Joana is executed with the .jar file as input

3. The generated SDG is annotated
pl: HIGH p2: LOW

public int testMethodActive(int high, int low) A
int i = identity(low, high);
int j = neverIfTrue(low, high);
int k = secure(low);
return i + j + k; exit: LOW

4. Information Flow Analysis is performed
5. Heuristic choses a summary edge to verify with KeY

Motivation >>  Objective > Preliminary >> Combined Approach > Demonstration»>  Conclusion
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Demonstration ﬂ("‘

Karlsruhe Institute of Technology

6. The approach generates .java and .key file

public class testFile2{
/*@ requires true;
@ determines \result \by this, 1; */
public int identity(int 1, int h) {
1l =1+ h;
1 1 - h;
return 1;

\profile "Java Profile";

\javaSource "proofs";

\proofObligation "#Proof Obligation Settings

name = proofs.testFile2[proofs.testFile2\\:\\:identity(int,int)].Non-interference contract.0

contract = proofs.testFile2[proofs.testFile2\\:\\:identity(int,int)].Non-interference contract.0
class=de.uka.ilkd.key.proof.init.InfFlowContractPO

Ll
r

Motivation >>  Objective > Preliminary >> Combined Approach > Demonstration»>  Conclusion
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AT

Demonstration =\18

7. KeY proves non-interference and returns proven

8. The same procedure is executed for the method neverlfTrue(int low, int
high)

9. The approach returns that there is no information flow in the program

Motivation >>  Objective > Preliminary >> Combined Approach > Demonstration»>  Conclusion
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Conclusion AT
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® The Combined Approach runs automatic and guarantees non-
Interference

® The number of calls of KeY depends strongly on the heuristic that
choses the order of summary edges

® In the worst case the main method has to be proven with KeY

Motivation >>  Objective > Preliminary »> Combined Approach > Demonstration »>  Conclusion
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Future Work -\\-‘(IT
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® Decreasing the sufficient set of methods

® Optimization of the approach to minimize time- and user-effort:
® Creation of information flow based loop-invariants
® Extraction of context information from Joana to KeY

® Evaluation of the approach

Motivation >>  Objective > Preliminary »> Combined Approach > Demonstration »>  Conclusion
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